SO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CNTT&TT Doc 1ap - Tu do - Hanh phiic

S6:116 ICNTT&TT-QTVHHT Bdc Ninh, ngay04 thang 11 nam 2025
V/v moi béo gia dich vy Tham dinh gia thuc
hién “Nang cao nang luc xu ly, Iuu trir dir lidu;
thay thé thiét bi tuong lira, ting cudng dam bao
an toan thong tin cho cac ving mang bén trong
Trung tdm tich hop dit liéu tinh Bic Ninh”

Kinh gtri: Cac cong ty, doanh nghiép trong va ngoai tinh

Cén cir Ludt gid s6 16/2023/QHIS ngay 19/6/2023;

Can cir Ludt dau thau so 22/2023/QH15 ngay 23/06/2023; Lugt s6
57/2024/QH15 ngay 29/11/2024; Ludt s6 90/2025/QH15 ngay 25/06/2025;

Can cir Nghi dinh s 78/2024/ND-CP ngay 01/7/2024 cua Chinh phu quy
dinh chi tiét mot so diéu cua Ludt Gia vé tham dinh gid,

Can cir Nghi dinh s6 85/2024/NP-CP ngay 10/7/2024 ciia Chinh phii quy
dinh chi tiet mot so diéu cua Ludat Gia;

Can cir Nghi dinh 214/2025/ND-CP ngay 04/08/2025 cua Chinh phu vé viéc
Quy dil:lh chi tiet mot so diéu va bién phdp thi hanh Ludt Dadu thau vé lya chon
nha thau;

Can cir Nghi quyét sé 04/2025/NQO-CP ngay 20/8/2025 cua Chinh phu veé
thao go kho khan, vuong mac trong trién khai cdc dir dn, nhiém vy iing dung cong
nghé théng tin sir dung nguén vén ngan sach nha nuéc;

Can cit Thong tw sé 18/2024/TT-BTTTT ngay 30/12/2024 c6 hiéu lyc tir ngay
14/02/2025 ciia Bé Théng tin va Truyén théng Quy dinh ldp va quan Iy chi phi
dau tw ing dung cong nghé théng tin, thué dich vu céng nghé théng tin sir dung
nguon von ngan sach nha meée;

Can cie Quyét dinh so 176/QD-SKHCN ngay 21/8/2025 cia Gidm doc So
Khoa hoc va Cong ngh¢ ve viéc giao dy toan chi ngan sach nha nuwdc nam 2025
ctia S0 Khoa hoc va Cong nghé tinh Bdac Ninh sau sap xép (lan 2);

Can cir Ké hoach s6 I3/KH-CNTT&TT ngay 29/10/2025 cua Trung tdm
Cong nghé thong tin va Ti ruyén thong vé viéc Nang cao nang lwc xir 1y, luu triv div
liéu, thay thé thiét bi tuong lira, ting Cueong dam bdo an toan théng tin cho cdc
viing mang bén trong Trung tam tich hop dir liéu tinh Bdc Ninh;

Can cir Phiéu dé xudt ciia phong Qudn tri va van hanh ha tang ngay
31/10/2025.

Trung tdm CNTT&TT’dé nghi cac doanh nghiép c6 doi ngii chuyén gia du

nang lyc, kinh nghiém cung cap bao gia Tham dinh gia cho hang hoa, dich vu “Nang

cao nang lyc xur ly, Iuu trir dir liu; thay thé thiét bi tuong Itra, tang cudng dam bao an



toan thong tin cho cac viing mang bén trong Trung tAm tich hop dit liéu tinh Bac Ninh”,
cu thé:

1. Thoi gian thyc hién dich vu: thang 11 nam 2025.
2. Nhiém vu can tham dinh gia, gom:

- Nang cao nang luc xir 1y, luu trit dit lidu; thay thé thiét bi tuong lira, ting
cuong dam bao an toan thong tin cho cac vung mang bén trong Trung tam tich hop dir

liéu tinh Béc Ninh (Yéu cdu chi tiét cdc ndi dung can tham dinh gid tai Phu luc I
dinh kem),

3. Thoi gian nhéan bao gia:
- Kinh d& nghi Quy cong ty, doanh nghi€p quan tam gui bao gia vé Trung
tam Cong nghé thong tin va Truyén thong trudc ngay 07/11/2025.

- Dia chi nhan bao gia: Trung tam Cong ngh¢ thong tin va Truyén théng,
duong Hoang Van Thy, Phuong Bac Giang, tinh Bac Ninh. Email:
ttentt.skhen@bacninh.gov.vn.

Trung tdm COng nghé thong tin va Truyén thong tran trong dé nghi va rat
mong nhan dugc su hop tac cua Quy cong ty, doanh nghi¢p trong va ngoai tinh./.

Noi ghén: KT. GIAM bOC
- Nhu trén; ire A 0
- PGP So Nguyén Gia Phong (b/c); ZZ0NG N, Q GIAMDOC
- Lanh dao Trung tam;
- Cac phong thudc Trung tam,;
- Ban bién tap Cong TTDT S6 KH&CN (dé dang);
- Luu: VT.

Ha Tung Dwong



Phu luc
MO TA NQI DUNG CHI TIET HANG HOA, DICH VU “NANG CAO
NANG LUC XU LY, LUU TRU DU LIEU; THAY THE THIET BI
TUONG LUA, TANG CUONG PAM BAO AN TOAN THONG TIN CHO
CAC VUNG MANG BEN TRONG TRUNG TAM TiCH HQP DU LIEU
TINH BAC NINH”
(Kém theo Céng vin s6:  ICNTT&TT-QTVHHT ngay  /11/2025 cua Trung
tam Cong nghé théng tin va Truyén thong)

I. Noi dung dich vu chi tiét yéu ciu tham dinh gia

1. Danh muc hang héa, dich vu dé nghi tham dinh gia

Hang hoa, Théng so6 ki thuit S6 | Pon vi
STT| dichvu lwong | tinh
cin thAm
dinh gia

Thong s6 ky thuat twong dwong IBM

FlashSystem 5045 SFF

- Kich thuéce : 2U Rack SFF

- BO diéu khién : C6 02 bd diéu khién hoat

dong song song Active - Active

- B vi xr 1Iy: 6 Core, Memory: 32GB

[controller

- Cong giao tiép: 8x16Gbps FC (2x 16 Gb

FC 4 Port Adapter Cards), 2x10Gbps

ISCSI, 2x 12Gb/s SAS

Thiétbi | - Dung luong 6 ctimg: > 12 x 3.84TB 12 Gb

lwu tre | SAS 2.5 Inch Flash Drive, Ho tro s6 luong

1 SAN 0 cung toi da: > 240 6 clng, Ho trg All| 01 Bo
Flash, Hybrid, ho tro khay dia mo& rong:

Storage | 19x 3.5, 24x 2.5" hoc 92x 3.5"

- Tinh nang Téi wu dit liéu: HA tro tinh nang

phan tang dir liéu, HS tro tinh nang cluster

cho phép mé rong 4 controller, HO trg cac

loai RAID: 1, 5, 6 hoic DRAID, tinh san

sang 99.9999%.

- C6 kha nang di tra dir li¢u tu ti dia cua

hang khac sang ma khong can dung dén

phan mém chuyén dung

- Hiéu nang hé théng: IOPS t6i da 1.2M

IOPs;




- HA tro Hé diéu hanh: Microsoft Windows
Servers, Linux,Vmware.

- Quan tri: Giao dién dd hoa GUI hoic
Webbased

- Hé théng quat va ngudn dién: Fully
redundant, hotswappable;

- Cong suat ngudn: 800W

- 2x AC Power Supply High Efficiency.

Thiét bi
tuong Itra
chay chinh

Théng so k§ thuit twong dwong Sophos
XGS4300
* Thong s6 ky thuat
- Twong lua (Firewall): 75,000 Mbps
- Kiém tra TLS (TLS Inspection): 8,000
Mbps
- Firewall IMIX: 33,000 Mbps
- IPS (Hé théng phong chéng xam nhap):
29,500 Mbps
- VPN IPSEC: 62,500 Mbps
- NGFW (Next Generation Firewall):
23,000 Mbps
- B4o vé mbi de doa (Threat Protection):
25,200 Mbps
- Po tré (Latency) - 64 Byte UDP: 3 s
- Cong Ethernet ¢ dinh:
+ 4 x GE copper
+ 4 x 2.5 GE copper
+ 4 x SFP+ 10 GE fiber*
- Cap cdng Bypass ¢ dinh: 2
- Mat d6 cong téi da (bao gdm module): 28
- Cong quan ly:
+ 1 x RJ45 MGMT
+ 1 x COM RJ45
+ 1 x COM Micro-USB
- Cong 1/0 khac: 2 x USB 3.0 (mat trudc)
* Goi ban quyén phan mém cho thiét bi
chay chinh, thei gian sir dung 12 thang:
- Network Protection (Bao vé mang)

« Xstream TLS/DPI (Kiém tra sau goi tin
c6 ma hoa TLS)

« IPS (Hé thong phét hién va ngan chin
Xam nhap)
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« Active Threat Response (Phan tng moi
de doa chu dong) vaéi dir liéu tinh bao tu
Sophos X-Ops threat feeds

« Tich hop Sophos Heartbeat (d6ng bo
tinh trang thiét bi dau cudi va tuong lira)

« H) trg két ndéi SD-RED (Remote
Ethernet Device)

« Tinh nang bao cao (Reporting) nang cao
- Web Protection (Bao vé web)

» Xstream TLS/DPI engine (may quét va
phan tich luu luong HTTPS)

« Web Security & Control (Bao mat va
kiém soét truy cap web)

« Application Control (Kiém soét truy cap
ung dung)

« Bao cdo va thdng ké truy cap web
(Reporting)

- Zero-Day Protection (B4o vé truéc méi
de doa chwa dwoc nhan di¢n)

« Phan tich file bang Machine Learning
va Sandbox (moi truong mé phong hanh vi)

« Béo céo chi tiét két qua phan tich
- Central Orchestration (Piéu phéi va
quan tri tap trung)

* Quan ly SD-WAN VPN Orchestration
(tw dong cau hinh VPN giira cac chi nhanh)

* Central Firewall Advanced Reporting —
b&o cao nang cao qua

« Két néi dit lieu véi MDR/XDR Data
Lake — cho phép tich hop gidm sat an ninh
tap trung
- Bundle-only Features

* Active Threat Response tich hgp vai dir
lisu mdi de doa tr MDR/XDR va cac
ngudn bén tha ba

« NDR Essentials (Network Detection
and Response co ban)

- Enhanced Plus Support (Hé tro ky
thuat nang cao)

« Cung cap hd trg 24/7, cap nhat firmware
va tinh nang méi, cung vai bao hanh thay
thé phan cang nang cao (Advanced




Replacement) trong suét thoi han dich vu
cua thiét bi chinh (Active).

« M¢ rong viéc cung bao hanh thay thé
phan cung nang cao (Advanced
Replacement) cho thiét bi chay du phong
(Passive)

Théng so k§ thuit twong dwong Sophos
XGS4300

* Thong s6 ky thuat

- Tuong lra (Firewall): 75,000 Mbps

- Kiém tra TLS (TLS Inspection): 8,000
Mbps

- Firewall IMIX: 33,000 Mbps

- IPS (Hé théng phong chéng xam nhap):
29,500 Mbps

- VPN IPSEC: 62,500 Mbps

- NGFW (Next Generation Firewall):
23,000 Mbps

- Bao vé méi de doa (Threat Protection):
25,200 Mbps

- Do tré (Latency) - 64 Byte UDP: 3 us

Thiét b : :
tuong 1tra ;aég%léﬂggrnet co dinh: 01 Cai
. pper

du phong | | 4 x 2.5 GE copper
+ 4 x SFP+ 10 GE fiber*
- Cap cong Bypass ¢6 dinh: 2
- Mat d6 cong toi da (bao gom module): 28
- Cong quan ly:
+ 1 x RJ45 MGMT
+ 1 x COM RJ45
+ 1 x COM Micro-USB
- Cong 1/0 khac: 2 x USB 3.0 (mit trudc)
* Dy phong tuwong thich vai thiét bi tuong
ltra chay chinh bén trén.
* H{ tro co ché chay HA (Active/Standby)
Khi thiét bi chay chinh bi 16, cho phép kich
hoat ban quyén phan mém trén thiét bi chay
chinh sang hoat dong trén thiét bi du phong.

Bk | S LY T

server .

RAMtwong | = - ih nang bo nhé: Bo nhe ECC,| 0 | 2

thich may

Registered




chu DELL
R740

- S6 chan cam: 288 chan

- Téc do bus: PC4-25600 (DDR4-3200)
- Tong dung luong: 32 GB

- Hinh thirc module: DIMM

- Loai bd nh6: DDR4 SDRAM

- Tuong thich voi may chu Dell R740

Thiét bj sao
luu NAS

Thong s6 ky thuit twong dwong
Synology RS2423RP+

- CPU4 nhan, > 3,35 GHz

- RAM Téi thiéu 8 GB DDR4 ECC
UDIMM (cho pheép m6 rong 1én t61 32 GB)
- O cing kém theo Bao gom 12 6 cung
loai 20 TB, 3,5inch, 7200 rpm, 512 MB
cache, ho trg hot swap

- Hd tro céc loai RAID 0, 1, 5, 6, 10

- HO tro cac giao thic  SMB1  (CIFS),
SMB2, SMB3, NFSv3, NFSv4, NFSv4.1,
NFS Kerberized sessions, iSCSI, HTTP,
HTTPs, FTP, SNMP, LDAP, CalDAV

- Phy kién kém theo 2 x Day nhay quang
LC-LC OM3, Duplex, 100m, s¢i doi

- Ngudn cap 100 V to 240 V AC, 50/60 Hz
- Ray trugt bit NAS vao ti Rack .

02

II. Thé thitc bao gia:

Béo gia dugc thuc hién theo biéu mau ciia Quy doanh nghiép, nhung phai
dam bao day du cac y€u cau sau:

1. Béo gia phai duoc ky bai nguoi c6 thAm quyén va dugc dong dau cia
doanh nghi¢p theo quy dinh.

2. Bao gia phai dugc xay dung trén co s ¢6 tong gia chao thuc hién cho
dich vu (da bao gom thue, phi theo quy dinh) va chi ti€t co s¢ hinh thanh gia
dich vy; dong thoi bdo gia phai ddm bao di€u chinh, bd sung du toan (néu co).

3. Bdo gid phai c6 thoi han xdc dinh hi¢u lyc theo quy dinh.

4. Chumng thu tham dinh gid c6 thoi han xac dinh hiéu luc theo quy dinh.
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